
Online Safety
Keeping Young People Safe on the Internet
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How do young people go online?

• Computers and laptops
• Mobile phones and smart 

phones
• iPads and tablets
• Smart Watches
• Most TVs and DVD players
• Game Consoles – X-Box, 

PlayStation, 
• Hand-Held game devices

Young people have access to the Internet on many different devices and  
technology



What are the dangers?

• Strangers getting access to your personal information
• Finding false, biased or inaccurate information
• Downloading a computer virus
• Signing up to expensive contracts or scams
• Seeing unsuitable material and images
• Talking to strangers
• Arranging to meet people you don’t know
• Being bullied online – cyber-bullying
• Strangers finding your location

There are some dangers when using the Internet…



Smart Mobile Phones

• Smart phones have built-in cameras 
• This allows young people to take a photograph or video clip anywhere and 

upload it instantly to the Internet
• Most phone contracts now have huge or unlimited text allowances
• Texting can sometimes lead to cyber-bullying which should be reported

Many young people have smart phones that can connect to the Internet



Messaging and Social Networking

• You can sometimes share your location, and see people nearby – this might 
allow strangers to know exactly where you are

• Apps that combine imaging and social networking (eg Instagram) encourage 
you to post images from your home, school and other places that should 
remain private

• Most social networking apps have age restrictions, but don’t check – young 
people can be meeting others of any age

Most social networking sites have privacy 
controls to allow you to control who can see 
what you post and share
These privacy controls are often complicated 
and need to be gone through carefully, step by 
step with your children

Most messaging apps now have built in social networking tools.
Some of the potential dangers for young people include:



Location
Smart Phones and tablets often have 
GPS location built in.
Its important to ensure that young 
people don’t use location sharing 
apps or tools as they are unsafe



Digital Footprint



Online Games
Many TVs, game consoles and tablet 
devices can connect to the Internet
• Players can play together and compete 

online
• Players are often playing with complete 

strangers in different countries so need to 
be careful about sharing personal information

• Consider using speakers rather than 
headphones for your child so you can hear 
the conversations they are having with other 
game players

• Young people can spend a lot of time playing 
computer games – time needs to be 
organised and managed – you can say NO!



Age Limits and Parental Control 
You can set age limits for 

downloaded apps and media, or 
restrict access to downloads 

completely 



Cyber-bullying

Cyberbullying can include:
• abusive comments
• rumours and gossip
• voting and polls
• nasty pictures
• threats
• blackmail
• stolen identity

“Cyber bullying (also called 'online bullying') is when a person or a group 
of people uses the internet, email, online games or any other kind of 
digital technology to threaten, tease, upset or humiliate someone else.” 
Childline website



Strategies for children and families
It is important that children feel able to talk about cyber-bullying with 
parents, family members and staff at school. 
It is vital that their concerns are investigated and that they feel they are being 
listened to.

●STOP
Don't do anything. Take a few minutes to calm down. 
●BLOCK
Block the cyber-bully or limit all communications to those on 
your buddy list. 
●TELL
Tell a trusted adult, you don't have to face this alone.

If parents think that a child in their family is 
being bullied, online or in person,  then they should 
discuss it with the school as soon as possible. 



Sometimes children are part of cyberbullying without realising. 
There can be a lot of pressure from other children to “join in” and 
it is difficult to stop once you are part of it. 

Children should be encouraged to share what they are doing 
online, how they feel about it, and what their friends are doing. 

A  ‘no blame’ approach to discussions might be useful to support 
children to tell an adult if they know that someone is being 
bullied online.

Being part of bullying someone…



Cyber-bullying help resources



Keeping safe online at home
You can help keep your family safe online by:
• Finding out what your children do online – and sharing it with them
• Going online together – ask them to teach you
• Making sure internet access is in a shared family room – not a bedroom
• Being clear about your family rules about going online
• Setting time limits for being on a computer, game console or mobile phone
• Reminding children not to share personal information on the Internet
• Listening to your children if they want to share their experiences or problems
• Taking cyber-bullying seriously and supporting your children



What apps are they using?
Young people use many different apps, 
social networks and online games, and it 
can be hard to keep up!

There are several websites that help parents to 
find out about different apps. You can search by 
device, or the name of the app, and get 
information and guidance about potential 
dangers, issues and how the app works.



What are they doing online?



Internet Matters Help



Visit the website of the app your child is using and look for parental 
guidance, information and support sections

Find out more…



Safer places for children online
There are a range of places that young people can explore 
social networks, online games and other activities more safely.
They are often moderated or ‘watched’ by adults to make sure 
everyone keeps to the rules.
Remember though – young people must still avoid sharing 
personal information and meeting people they don’t know.



Safe Searching
You can make Google safer by using the Safe Search settings. 
Setting this up will help to reduce the number of adult and 
inappropriate websites that come up in a Google search 



Parental controls from your Internet Provider



Locking your smart TV



Getting Help



Help for young people



Reporting concerns



Online Safety Links for Parents and Families
Internet Matters: Helping parents keep their children safe online

https://www.internetmatters.org/ 

Common Sense Media: App and media reviews and guidance

https://www.commonsensemedia.org/ 

UK Safer Internet Center: Helping children and young people stay safe online

https://saferinternet.org.uk/guide-and-resource/parents-and-carers

BBC Own It: help kids make the most of their lives online

https://www.bbc.com/ownit/curations/parents

NSPCC: Online safety guides for parents

https://www.nspcc.org.uk/keeping-children-safe/online-safety/#guides 

Parent Zone: We're working towards a safer digital world of opportunities.

https://parentzone.org.uk/ 

LGfL Parent Safe: Keeping your children safe: online & beyond

https://parentsafe.lgfl.net/ 

Get Safe Online: Safeguarding Children

https://www.getsafeonline.org/personal/article-category/safeguarding-children/ 

Think U Know Parents: 

https://www.thinkuknow.co.uk/parents/ 
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Online Safety Links for Pupils

Childnet: Online Safety Help and Advice for 4-11 year olds

https://www.childnet.com/help-and-advice/4-11-year-olds

BBC Own It: Boss Your Online Life  https://www.bbc.com/ownit/curations/kids 

Childline: Staying Safe Online
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/staying-safe-online/

Think U Know: Activities for 8-11 year olds

https://www.thinkuknow.co.uk/8_10/ 

Think U Know: Activities for 4-7 year olds

https://www.thinkuknow.co.uk/4_7/ 

UK Safer Internet Centre: Resources for 3-11 year olds

https://saferinternet.org.uk/guide-and-resource/young-people/resources-for-3-11s 

Google Interland

https://beinternetawesome.withgoogle.com/en_us/interland 

Childline: Bullying and Cyberbullying

https://www.childline.org.uk/info-advice/bullying-abuse-safety/types-bullying/bullying-cyberbullying/ 

Kidscape: Dealing with cyberbullying

https://www.kidscape.org.uk/advice/advice-for-young-people/dealing-with-cyberbullying/ 
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Useful links on the school website

Osmani Primary School


