Online Safety

Keeping Young People Safe on the Internet
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How do young people go online?<

Young people have access to the Internet on many different devices and
technology

* Computers and laptops

* Mobile phones and smart
phones

* jPads and tablets

* Smart Watches

°* Most TVs and DVD players

* Game Consoles — X-Box,
PlayStation,

* Hand-Held game devices
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What are the dangers? M

There are some dangers when using the Internet...

Strangers getting access to your personal information
Finding false, biased or inaccurate information
Downloading a computer virus

Signing up to expensive contracts or scams

Seeing unsuitable material and images

Talking to strangers

Arranging to meet people you don’t know
Being bullied online — cyber-bullying
Strangers finding your location




Smart Mobile Phones

Many young people have smart phones that can connect to the Internet

« Smart phones have built-in cameras

- This allows young people to take a photograph or video clip anywhere and
upload it instantly to the Internet

* Most phone contracts now have huge or unlimited text allowances
« Texting can sometimes lead to cyber-bullying which should be reported




Messaging and Social Networking £'%

Most messaging apps now have built in social networking tools.
Some of the potential dangers for young people include:

* You can sometimes share your location, and see people nearby — this might
allow strangers to know exactly where you are

« Apps that combine imaging and social networking (eg Instagram) encourage
you to post images from your home, school and other places that should

remain private

* Most social networking apps have age restrictions, but don’t check — young
people can be meeting others of any age

Most social networking sites have privacy
controls to allow you to control who can see
what you post and share

These privacy controls are often complicated
and need to be gone through carefully, step by
step with your children




Location How to Share

Your Locatio

Smart Phones and tablets often have

GPS location built in. with Friends 7
Its important to ensure that young 'owoe L E
people don’t use location sharing a8 oo

In Google Maps! O3l 12

apps or tools as they are unsafe

Find My Friends & Buddies

Locate your friends Share free messages Meet your Let friends follow your
in real time with your friends friends easily location on the map
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Digital Footprint

1SSioh
Make sure you have
permission to view and
share information online.

(1 "
ch . 5 P’s for a positive
Digital Footprint

Keep your ‘
passwords and

Do not give out any
personal mformat\on

Profile % o
Only use your first name.

personal details
vate. 4 g
" ‘ .i"' ...l
.I. ( } \ tlve
e % Make sure the
‘tect informationh you share

Keep evidence and don't is positive.
bully back. tell an adult.

adapted from the Queensland Government

@misskyritsis

Follow the Digital Trail
Educator Video

THINGS TO KNOW ABOUT
DIGITAL FOOTPRINTS

When you search and
interact online, a trail
of info is left behind.

Digital footprints can be
helpful or harmful to
your reputation both
now and in the future.

Always think before
you post online.

7 Googling yourself

can be a worthwhile
exercise.

9 Keep personal details

private and control the
privacy settings on
your accounts.

Elements of your digital
footprints can be
searched or shared.

Once online, things
can exist forever
(even if deleted).

opinions sent to one

s Personal information or

person can be shared
with a larger audience.

8 Old or inactive
accounts should be

disabled or deleted.

l Be mindful of the
digital footprints of
others (e.g. Ask before
tagging photos).




Online Games

Many TVs, game consoles and tablet
devices can connect to the Internet

.
internet
matters.org

e Players can play together and compete | Online gaming advice
online :

. Players are often playing with complete | hub
strangers in different countries so need to Find the latest advice to understand the
be careful about sharing personal information world of online gaming and encourage

| young people to game safely and

. Consider using speakers rather than
headphones for your child so you can hear
the conversations they are having with other | SEE GAMING AGE GUIDES
game players

. Young people can spend a lot of time playing

| responsibly online.

===, Online.gaming, Fortnite - a teen's experien.... &
- -

computer games — time needs to be -y

organised and managed — you can say NO! Ny

Why do children enjoy online gaming? Young gamer
shares her reasons why she enjoys playing multi-player
games like Fortnite.
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You can set age limits for
downloaded apps and media, or
restrict access to downloads
completely

Entertainment

< Settings

] Niiics GENERAL
Auto-update apps
|H Books Do not auto-update apps

&8 Newsstand Add icon to Home screen

For new apps
2l My account Clear local search history

Remove searches that you have performed from
Sy this device

My wishlist
NOTIFICATIONS

Redeem 3

8 App updates available
Notify when app updates are available

- People
Apps were auto-updated

Q Settings Notify when apps are automatically
updated
USER CONTROLS

Help & Feedback

Parental controls

Parent guide For apps and content in Google Play

Require authentication for purchases

About Google For all purchases through Google Play on this
s

Gangstar Vegas (77:
Shoot, fight & race mafia game

Gameloft

iMore 2 & Q

MASTERING PARENTAL CONTROLS

How to restrict iTunes, iBooks,
and more with parental
controls for iPhone and iPad

Keep your kids out

30 Jul 2018 =0

p arental Controls, also known as
Restrictions, let you manage which

features, apps, and content your kids can and
can't access on the iPhone or iPad. That
includes the iTunes Store, which sells music,
movies, and TV shows, the iBooks Store, which
sells ebooks, and the App Store, which sells
apps and games




Cyber-bullying

“Cyber bullying (also called 'online bullying') is when a person or a group
of people uses the internet, email, online games or any other kind of

digital technology to threaten, tease, upset or humiliate someone else.”
Childline website

Cyberbullymg can include: n —yrwy

abusive comments oy ovaryrs
* rumours and gossip o v s ook
* voting and polls Cobrbuing i g oy s “““;h;”h"e
* nasty pictures porepoe Pl i
* threats mem

* blackmail
* stolen identity

Whe do you think is the ugliest girl in the school? Vote here! |59 votes total]

Caehy (5) 2= RO

Tina (1) . .

Kate (33) eeme———
Melane (2) | K2 Y

Amanda (8) [ _____RFN

Click Hege for FREE Web Polls, Guesthooks, and Forums,




Strategies for children and families

It is important that children feel able to talk about cyber-bullying with
parents, family members and staff at school.
It is vital that their concerns are investigated and that they feel they are being

listened to.

oeSTOP
Don't do anything. Take a few minutes to calm down.

eBLOCK
Block the cyber-bully or limit all communications to those on

your buddy list.
oTELL
Tell a trusted adult, you don't have to face this alone.

If parents think that a child in their family is
being bullied, online or in person, then they should
discuss it with the school as soon as possible.




Being part of bullying someone... &%

%&

Sometimes children are part of cyberbullying without realising.
There can be a lot of pressure from other children to “join in” and
it is difficult to stop once you are part of it.

Children should be encouraged to share what they are doing
online, how they feel about it, and what their friends are doing.

A ‘no blame’ approach to discussions might be useful to support
children to tell an adult if they know that someone is being
bullied online.




4% kipscape

Malp With Buliying

Advice v Training and workshops v Resource Hub Supportus ¥ About Kidscape v

Helpful links if you are a parent or Bullying and cyberbullying
carer

Contidentiol, impartiol advice for anyone worried Guldance and support for parents and carers
about o ¢hild in @ bullying situation

Adyvice for Parents and
Parent Advice Line Carers

m Rodoutmore

On this Page

Help and Advice
Online Bullying

= < Q : f :
— NSPCC m begine ot S S How to identify online bullying and key

advice on how to deal with it

Home | Whatischildabuse? | Typesofabuse | Bullying and cyberbullying

How to close our website quickly (+)

EE 2 signin CBBC  CBBCiPloyer  Newsround  Bitesiza  Ownlt  CBeebies  CBSConTV  =t+  Q SearchB8c

L ! om N I T 'I'M)B:xs Take Control It's P!%‘oml Dﬂ\gﬂlk ASU:
Bullying and
cyberbullying

Advice for parents and carers to help keep chidren
safe from bullying, wherever it happens.

PR .

I\ 0

Being bullied? Five things you Quiz: How do you help your Bystander to bullying? Five
need to do RI... friends against b... things you need ... Ledid
SCHoOLS

View all




Keeping safe online at home

You can help keep your family safe online by:

*  Finding out what your children do online — and sharing it with them

*  Going online together — ask them to teach you

Making sure internet access is in a shared family room — not a bedroom

*  Being clear about your family rules about going online

*  Setting time limits for being on a computer, game console or mobile phone

*  Reminding children not to share personal information on the Internet

* Listening to your children if they want to share their experiences or problems

*  Taking cyber-bullying seriously and supporting your children




What apps are they using?

Young people use many different apps,
social networks and online games, and it —
can be hard to keep up! internet 3

matters.org

There are several websites that help parents to
find out about different apps. You can search by
device, or the name of the app, and get -
information and guidance about potential Get expert tips to support children
dangers, issues and how the app works. ‘\

SEE APP MINIMUM AGE GUIDE

Guide to Apps

e

(& common sense media: e movies bosks, nd mere Q s (o) (D

Movies v Books Games. Podcasts Apens Parent Tips and FAQs Latino Research About

-
>
App Reviews et Cmnaan e = ’

s )

w

Filter results

Showing 4,450 results. Clear filters

Age

2/|3||4aj[5]|6 Moshi Kids: Sleep & Meditation m
Getitnow  *
7 8 9 10 11 F age2r wwrn
12 13 14 15 16 Whimsical racks promate 3 peaceful bedtime routine.
. Phome. iPod Teuch, Pad, Mac. Andreid, Kirdle Fire
17 18
~ Special Agent Cyberduck
Monvies 12454 Ry Getitnow
ay & age1ds kkaw
TV shows
Games sans Fun but :o»m ’::1 y::»ocl shooter for teens and older gamers.

= % etting to grips with

>
Websites 1080 & Puzzle Adventure: Ghost Town B
) Getitnow v
- 3 .
Devis et s s . °PS children use
evices: iPhos Aredrois
iPhone
iPod T
iPad 4276 Super Citycon m
* .

todo SCHOOLS

Getitnow
Mac % & age10r kkkw :'(‘s:::nn
» Smart task bullding game with plenty
ad o IPhone, IPod Touch, Pad




What are they doing online?

How 5-7-year-olds spend their screen time

Watching videos

According to 2023 Ofcom research, 93% of children
in this age group watch videos on video-sharing
platforms (VSPs) like YouTube and TikTok.

Sending messages and making
calls

59% of children at this age send messages to others
or make video or voice calls. Although WhatsApp's
minimum age requirement is 16, 20% of 4-5-year-
olds and 30% of 6-10-year-olds use the app. This is
how they might send those messages or make

those calls.

Using YouTube

Research fromn Ofcom shows that 89% of children at
this age use YouTube. Our own research shows 64%
of children using YouTube at this age as well. In
both studies, YouTube is the most-used app at this

age.

How 8-10-year-olds spend their screen time

Watching videos

Research from 2023 shows that most children at
this age watch videos online. 64% of 6-10-year-olds
use YouTube while 27% use TikTok, despite the

requirement that users be 13 or older.

Sending messages and making
calls

As children grow, they use their devices more for
socialising and keeping in touch with friends
outside of school. 30% of children in this age group
use WhatsApp, which allows them to do these
things. However, the minimum age to use

WhatsApp in the UK is 16.

Playing games online

Minecraft and Roblox remain favourites for 8-10-
year-olds. This age is more likely than younger kids
to play games online, which means they might

communicate with people they don't know.
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Internet Matters Help

Digital safety
at a glance

Guidance for parents of 5-7-year-olds

Use this quick tips guide to stay on top
of your child’s online safety needs.

Tech use, issues
Learn about common experiences at|
can do to keep your child safe of]

93%
watch videos

Too much
screen time

en time is the
ced
nd 69% of parents
worry about this.

Too much sc

online harm most exper

at this age, ar

Set time limits for
devices but also help
kids experience a range
of activities to create
and learn to support
their wellbeing.

59%

send messages o
make video/voice ¢

In-game and|
in-app spendir|

In-game and in-app s

harms th faces, 58

parents worry about 4

Review purchase set
and parental control
apps, games and on|
stores to set limits, t

talk about why they
important.

internet
matters.org

Digital safety
at a glance

Guidance for parents of 8-10-year-olds

Use this quick tips guide to stay on top
of your child's online safety needs.

Tech use, issues and tips

Learn about common experiences at this age and what you
can do to keep your child safe online as they grow.

96%
watch videos
online

Too much
screen time

parents worry about this.

Set time limits for
devices but also help kids
experience a range of
activities to create and
learn to support their
wellbeing.

82%
send messages or
make video/voice calls

In-game and

Review purchase settings
and parental controls in apps,
games and online stores to
set limits, then talk about
why they're important.

67%
play games
online

Viewing violent
content

of parents worry about it.

Set parental controls
and restrictions on video
games, videos and websites
children access. Talk
to them about why
some content is not
appropriate.

| Lear about

s

r Linda P;

hologist & I

There's some great technologies out there ihat help chi

A parent’s guide to:
Discovering digital
at primary school

(

yfety tif pport

Before they've even learnt to read, most can
navigate through devices to play games and
watch cartoons.

45% using it to 9o online.”

7% of under-Bs citing it & the enly app they use.

Vouube
% Play & range of online games
‘ Uivestreaming is very popular

Snapchat. instagram

and TiTok

Use educational apps

risks and ch 1ges do th

The internet can expose children to things that they may not be ready for such as
violent content, extreme ideas and adult content either by accident or through an
intentional search.




Find out more...

Visit the website of the app your child is using and look for parental
guidance, information and support sections

RABLEAX ®

d TikTok Home Topics Guides Safety & privacy
FOR PARENTS

Helping your teen

Topics navigate Instagram
Guides v Safe|y

Well-Being

Guide

New User Guide

& Guardian’s
What is Roblox? :
Guide

Hello and welcome!
Our Approach to

— Safety We know that you, as caregivers, wan
digital safety so they can manage their online presence, both now and as
Privacy and they grow into adulthood.
Security on
TikTok This Guardian’s Guide is designed to provide an overview of TikTok and
the many tools and controls we've built into the product to keep our
Safety & privacy community safe. The guide also provides general information on common
controls ; s
internet safety concerns.




Safer places for children online

There are a range of places that young people can explore
social networks, online games and other activities more safely.
They are often moderated or ‘watched’ by adults to make sure
everyone keeps to the rules.

Remember though — young people must still avoid sharing
personal information and meeting people they don’t know.

NATIONAL
GEOGRAPHIC

KiDS




Safe Searching

You can make Google safer by using the Safe Search settings.

Setting this up will help to reduce the number of adult and
inappropriate websites that come up in a Google search

G I Activity
O g e When you save history to your account as part of your Web & App Activity, Google
N e it to personalise your experience

@ Search history Saving

Content

Manage the kinds of search results you see by setting preferences for
personalisation and explicit content

rrrrrr Y Term Setting
[ search personalisation on
@ SafeSearch Filtering on
v More options
_ ® 9
Te rms S ett N g S Google Account settings Parental controls on
Family Link




Parental controls from your Internet Provider

A < Brogdbongd < Porentol Control

Do

TalkTalk

Need some help? Community v Internet Matters

y g Parental controls for

HOW TO USE HOMESAFE®¢: internotise

Keep your family safe online with customisable parental controls
from Virgin Media. Whether it's blocking unsuitable websites with
Essential Security or pausing WiFi through the Virgin Media
Connect app, you don't need to pay extra to keep kids safe ot

Home > Stayingsafe > How to use HomeSafe® :

home.
And for total peace of mind, you can upgrade to Advanced
Security.
While we're all getting stuff done and enjoying ourselves online, we also need to keep our computers, our data and our families safe.
So every TalkTalk broadband customer gets our HomeSafe web filter included for their home Wi-Fi, protecting any device that's connected. &
You just activate it and choose your settings in My. Account 2. Q
v Sport Mobile Gaming Discover BT Halo 8

Help and Support > Cyber Security > Getting Started with Cyber Security > How do | tum on parental controls on mobile plans

@ > Help and support > BT Security help > How to keep your family safe online with BT Par|
How do | turn on parental controls on mobile plans

How to keep your family safe online with BT .
Parental Controls and the different blocking PV —
categories G

(@ How do| check or change parental controls?

(© How do | keep my fomily sofe from 18-rated content?

What parental control settings are available?

EE's Porental Controis help to keep you and your children safe online by blocking 18-roted content when you're
connected to our mobile network.

1 you' ng for help when you're o to WiFi, see setting up Parental Controls.

We have three settings 0 you can choose exactly whot level of security you need:

® Strict - Kids (under 13)

® Moderote - Teens (13+) RIGHTS

HOW TO GET YOUR CHILD o Off- Aduts (89 SCHOOLE
SET UP SAFELY ON THEIR
FIRST DEVICE




Locking your smart TV g@a

Sky Broadband Shield

On a et to PG

- Choose your settings
MLBTV Pandora

Lock service

Samsung Apps @

Lock the selected item?
Enter password.

® ® ®

&

Advanced features (cpticna

Parental ﬁ a ‘\ @ (:'E’ * Q Q

Viewing
PIN protect movies according to their certificate - U, PG, 12, 15 and
18.

Viewing Channel Other

Enter Password

@ Wrong Password

Universal (U)




Getting Help

For Parents  For Educators  For Advocates

common
& Sense m

media

Parenting, Media, and Everything
in Between

Online Safety ~

What Should | Do If My Child Is Bullied
Online? @
Cyberbullying Online Safety

What Should | Teach My Child About
Safe Online Behavior?

Cyberbullying Online Safety

What Are the Basic Safety Rules for
Cellphones?

Celiphones and Devices Online Safety

How to Set Parental Controls on the

Xbox One
Use these settings to help make gaming safer for
kids.
Gaming Online Safety Parental Controls
Screen Time

Parents' Ultimate Guide to Google
Classroom

Google's free-to-schools organization platform

makes it easy for students to keep all their schoolwork in one
place -- but it invites privacy and safety risks that parents should
keep an eye on.

School Technology Learning Online Safety

-

internet
matters.org

Helping parents keep their
children safe online

A brand new lesson
to tackle screen time!

R

EXPLORE DIGITAL MATTERS

Supporting families online

g et expert support and practical tips to help children
benefit from connected technology and the internet

safely and smartly.

| need help with an online issue
| need to report something

| need help setting controls and privacy settings on
a child's device

Back to School Online safety guides for parents
and carers

Lesson Resource Teach children to stay safe online
with Digital Matters

() Childnet a =

Help, advice and resources for
parents and carers

Offer your children support and guidance with our range of
online safety guides

BEE O Mew -la
OWNIT Menu v
Start your search here... Q
DA B
B

Parents - help kids make the most of their lives
online

Find out all about device safety for your child and help them to
have positive experiences online. Whether they're getting a
device for the first time, starting out on social media or making
the leap to secondary school, we've got advice for you.

Should I worry about children using multiple
devices at once?

(_i) UK Safer Infernet Centre Q

Home e Guides and Resources « Parents and Carers

Guides and resources

Parents and Carers

= NsPcC

On this page

Online safety guides for parents

The online world changes so quickly it's hard to keep up. Our
online safety guides help you navigate online risks - whether
your kids are gaming, chatting, posting or streaming

-

\

e

A " po

Online games

Advice for parents to understand the risks and help your child play

online games safely.




Help for young people

BE O Menu - Q
(o] 290 ?
ab::r;:he stay safe grown ups | Need answers OwN IT Menu v

() Childnet Q

~
.

™ What is Own It? -,"._‘v

371 ®°

Welcome to Own It! We are here to help kids boss
their online lives. Whatever you need - help and advice, skills or
inspiration - we have it covered. 4-11 year olds

What does Own It have to offer? Get SMART

= The Basics covers different parts of the online world,
whether that’s social media, gaming, vlogging or getting to
know your device.

Find out how you can be SMART with a

Take Control is all about owning your digital life - help and hecrt and follow our to'p.tlps for using the
advice on how to look after your wellbeing. internet safely and positively

It’s Personal is full of tips on how to handle your friendships
and relationships online. We’ve got plenty of advice on how

to deal with trolls, being kind online and even handling Wondering how to stay safe online? Be SMART
parents. with a heart and follow our top tips for using
= Don’t Panic is where to head if you are in need of help with the internet safely and positively.
anything online. It has tips for dealing with tricky situations
and links to organisations that can offer urgent help. @ e Tike
JSCNDBlS




= YouTube Help a M |
Reporting concerns

Report inappropriate videos,

eo.. s Eanatin et Orne Poecion ommen el channels, and other content on
= Quick exit
r YouTube
Are you worried about online sexual We rely on YouTube community members to report or ﬁ Help Centre Q =

flag content that they find inappropriate. Reporting
content is anonymous, so other users can't tell who

made the report Reporting abuse

abuse or the way someone has been
communicating with you online?

Make a report to one of CEOP's Child Protection Advisors

What happens after | report content?

Should | make a What happens when | How can CEOP help When something gets reported to Facebook, we review it

report to CEOP? = make a report? = me? When content is reported, it's not automatically taken and remove anything that goes against the Facebook

":u"ew':"'d about M“:‘ :"'0'”::""“1;""0 0:1:‘"“:'"'“‘ ey down. Reported content is reviewed along these Community Standards. If you are reporting messages, the

abuse or the way someone has rotection Advisors wil children and young people B "

been commanicating online, let there to make sure you get the every day, CEOP has helped guidelines: reported messages may be used to help us improve our

CEOP know. help that you need thousands of people in need of systems for reviewing other reported content that may go
support. « Content that violates our Community Guidelines is against our Community Standards. We don't include any

removed from YouTube. information about the person who filed the report when we

contact the reported. Please bear in mind that reporting

« Content that may not be appropriate for younger : epol
something to Facebook doesn't guarantee that it will be

audiences may be age-restricted.

%ﬁ %

removed.
-~ To check if a video that you reported has been removed, . )
Make a report ¢ B e 5 If you see something that you don't like on Facebook, but
————— you can view your Report history & . A - J A 2
you don't think that it goes against the Community
Standards, learn what you can do. If something isn't working
worried lotus on Facebook, let us know.

know sofely ond securely

If you've reported something, you may have the option to
check the status of your report in your Support Inbox. Learn
more about how to use your Support Inbox.

How to report things >

1
jo]

W Help Center Contact Us l O' Help Centre Q

> Report abusive behavior

How to report things

Report abusive _— |
. . - & e best way to report abusive content or spam on
Re po I‘tl ng to SOC i al. medla behaVIor Instagram is by using the Report link near the content itself.

You can also report a post or profile on Instagram.

.
Sltes Below are some examples of how you can report content to
us. Learn more about reporting abuse.
~ o ~lact \x 1to - - i about vo Twitter strives to provide an environment where people can 2 % : s
The simplest way to have information about your P P! Bear in mind that your report is anonymous, except if you're

feel free to express themselves. If abusive behavior happens,
we want to make it easy for people to report it to us. Multiple
Tweets can be included in the same report, helping us gain
better context, while investigating the issues to get them
resolved faster.

childr website or app, is to contact
th f. Find out how to report to popular
websites and apps

reporting an intellectual property infringement. The account
you reported won't see who reported them. RIGHTS




Online Safety Links for Parents and Families

Internet Matters: Helping parents keep their children safe online

Common Sense Media: App and media reviews and guidance

UK Safer Internet Center: Helping children and young people stay safe online
BBC Own It: help kids make the most of their lives online

NSPCC: Online safety guides for parents

Parent Zone: We're working towards a safer digital world of opportunities.
LGfL Parent Safe: Keeping your children safe: online & beyond

Get Safe Online: Safeguarding Children

Think U Know Parents:

RIGHTS
RESPECTING
SCHOOLS



https://www.internetmatters.org/
https://www.commonsensemedia.org/
https://saferinternet.org.uk/guide-and-resource/parents-and-carers
https://www.bbc.com/ownit/curations/parents
https://www.nspcc.org.uk/keeping-children-safe/online-safety/
https://parentzone.org.uk/
https://parentsafe.lgfl.net/
https://www.getsafeonline.org/personal/article-category/safeguarding-children/
https://www.thinkuknow.co.uk/parents/

Online Safety Links for Parents and Families

Internet Matters: Helping parents keep their children safe online

Common Sense Media: App and media reviews and guidance

UK Safer Internet Center: Helping children and young people stay safe online
BBC Own It: help kids make the most of their lives online

NSPCC: Online safety guides for parents

Parent Zone: We're working towards a safer digital world of opportunities.
LGfL Parent Safe: Keeping your children safe: online & beyond

Get Safe Online: Safeguarding Children

Think U Know Parents:

RIGHTS
RESPECTING
SCHOOLS



https://www.internetmatters.org/
https://www.commonsensemedia.org/
https://saferinternet.org.uk/guide-and-resource/parents-and-carers
https://www.bbc.com/ownit/curations/parents
https://www.nspcc.org.uk/keeping-children-safe/online-safety/
https://parentzone.org.uk/
https://parentsafe.lgfl.net/
https://www.getsafeonline.org/personal/article-category/safeguarding-children/
https://www.thinkuknow.co.uk/parents/

Online Safety Links for Pupils

Childnet: Online Safety Help and Advice for 4-11 year olds

BBC Own It: Boss Your Online Life

Childline: Staying Safe Online

Think U Know: Activities for 8-11 year olds

Think U Know: Activities for 4-7 year olds

UK Safer Internet Centre: Resources for 3-11 year olds

Google Interland

Childline: Bullying and Cyberbullying

Kidscape: Dealing with cyberbullying

RIGHTS



https://www.childnet.com/help-and-advice/4-11-year-olds
https://www.bbc.com/ownit/curations/kids
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/staying-safe-online/
https://www.thinkuknow.co.uk/8_10/
https://www.thinkuknow.co.uk/4_7/
https://saferinternet.org.uk/guide-and-resource/young-people/resources-for-3-11s
https://beinternetawesome.withgoogle.com/en_us/interland
https://www.childline.org.uk/info-advice/bullying-abuse-safety/types-bullying/bullying-cyberbullying/
https://www.kidscape.org.uk/advice/advice-for-young-people/dealing-with-cyberbullying/
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Online Safety Links for Parents and Families

x Internet Matters: Helping parents keep their children safe online -
https:/www.internetmatters.org/

x Common Sense Media: App and media reviews and guidance -
https:/www.commonsensemedia.org/

x UK Safer Internet Center: Helping young people stay safe online -
https:/saferinternet.org.uk/guide-and-resource/parents-and-carers

x BBC Own It: help kids make the most of their lives online -
https:/www.bbc.com/ownit/curations/parents

x NSPCC: Online safety guides for parents - https:/www.nspcc.org.uk/keeping-
children-safe/online-safety/#guides

x Parent Zone: We're working towards a safer digital world of opportunities. -
https:/parentzone.org.uk/

x LGFL Parent Safe: Keeping your children safe: online & beyond -
https:/parentsafe.lgfl.net/

x Get Safe Online: Safeguarding Children -
https:/www.getsafeonline.org/personal/article-category/safeguarding-children/

Online Safety Links for Pupils

x Childnet: Online Safety Help and Advice for 4-11 year olds -
https:/www.childnet.com/help-and-advice/4-11-year-olds

x BBC Own It: Boss Your Online Life - https:/www.bbc.com/ownit/curations/kids
x Childline: Staying Safe Online - https:/www.childline.org.uk/info-advice/bullying-
abuse-safety/online-mobile-safety/staying-safe-online/

x Think U Know: Activities for 8-l year olds - https:/www.thinkuknow.co.uk/8 10/
x Think U Know: Activities for 4-7 year olds - https:/www.thinkuknow.co.uk/4 7/

x UK Safer Internet Centre: Resources for 3-11 year olds -
https:/saferinternet.org.uk/guide-and-resource/young-people/resources-for-3-
lIs

x Google Interland - https:/beinternetawesome withgoogle.com/en_us/interland
x Childline: Bullying and Cyberbullying - https:/www.childline.org.uk/info-
advice/bullying-abuse-safety/types-bullying/bullying-cyberbullying/

x Kidscape: Dealing with cyberbullying -
https:/www kidscape.org.uk/advice/advice-for-young-people/dealing-with-
cyberbullying/

x Think U Know Parents: - https:/www.thinkuknow.co.uk/parents/
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